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Stack Buffer Overflow

We can control where function 
returns, i.e., control the 
execution of the program.
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Stack Buffer Overflow

We can make return address 
point to the data we just 
provided (SSSS..), i.e., make 
the program execute our 
code.
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Integer Overflow
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Integer Overflow

Read 2 pieces of data from 
socket.
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Integer Overflow

Convert first 4 bytes into 
integers.
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Integer Overflow

Add both the numbers and 
check that sum is less than len.
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Integer Overflow

Copy the data into out buffer.
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What's wrong?

What happens when: 
size1 = 0x7fffffff 
size2 = 0x7fffffff

Say len = 16
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What's wrong? Integer Overflow

What happens when: 
size1 = 0x7fffffff 
size2 = 0x7fffffff
size = (0x7fffffff + 0x7fffffff = 
0xfffffffe (-2)) and (-2 < 16)

Say len = 16
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Integer Overflow

We are copying 2*0x7fffffff bytes into out 
whose size is just 16.

Say len = 16

Overflowing the buffer pointed 
by out
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Integer Overflow

We are copying 2*0x7fffffff bytes into out 
whose size is just 16.

Say len = 16

Overflowing the buffer pointed 
by out

What if out is on stack? Stack 
based buffer-overflow!!



Temporal Vulnerabilities
(use-after-free, double free)



Race Condition to Memory 
Corruption
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