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Stack Based Buffer Overflow



Stack Buffer Overflow

example2.c

void function(char *str) {
char buffer[16];

strcpy(buffer,str);
}

void main() {
char large string[256];
int i;

for( i = 0; i < 255; i++)
large string[i] = 'A‘;

function(large string);
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void function(char *str) {
char buffer[16];

strcpy(buffer,str);
}

void main() {
char large string[256];
int 1:

for( i = 0; i < 255; i++)
large string[i] = 'A';

function(large string);

We can control where function
returns, i.e., control the
execution of the program.
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Stack Buffer Overflow

example2.c

void function(char *str) {
char buffer[16];

strcpy(buffer,str);

}

void main() {
char large string[256];
int 1:

for( i = 0; i < 255; i++)
large string[i] = 'A';

function(large string);

We can make return address
point to the data we just
provided (SSSS..), i.e., make
the program execute our

}
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Integer Overflow

int get two vars(int sock, char *out, int len){
char bufl[512], buf2[512];
unsigned int sizel, size2;
int size;

if(recv(sock, bufl, sizeof(bufl), 0) < 0){
return -1;

}

if(recv(sock, buf2, sizeof(buf2), 0) < 0){
return -1;

}

/* packet begins with length information */
memcpy (&sizel, bufl, sizeof(int));
memcpy (&size2, buf2, sizeof(int));

size = sizel + size2; /* [1]1 */

if(size > len){ I* [2] */
return -1;

}

memcpy (out, bufl, sizel);
memcpy (out + sizel, buf2, size2);

return size;
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char bufl[512], buf2[512];
unsigned int sizel, size2;
int size;

if(recv(sock, bufl, sizeof(bufl), 0) < 0){
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}

if(recv(sock, buf2, sizeof(buf2), 0) < 0){
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}

return size;

Read 2 pieces of data from
socket.
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Integer Overflow

int get two vars(int sock, char *out, int len){
char bufl[512], buf2[512];
unsigned int sizel, size2;
int size;

if(recv(sock, bufl, sizeof(bufl), 0) < 0){
return -1;

}

if(recv(sock, buf2, sizeof(buf2), 0) < 0){
return -1;

}

/* packet begins with length information */
memcpy (&sizel, bufl, sizeof(int));
memcpy (&size2, buf2, sizeof(int));

size = sizel + size2; /* [1]1 */

if(size > len){ I* [2] */
return -1;

}

memcpy (out, bufl, sizel); Copy the data into out buffer.

memcpy (out + sizel, buf2, size2);

return size;




What's wrong?

int get two vars(int sock, char *out, int len){
char bufl[512], buf2[512];

g:ilgggg;lnt sizel, size2; Say Ien — 16

if(recv(sock, bufl, sizeof(bufl), 0) < 0){
return -1;

}

if(recv(sock, buf2, sizeof(buf2), 0) < 0){
return -1;

}

/* packet begins with length information */
memcpy (&sizel, bufl, sizeof(int));
memcpy (&size2, buf2, sizeof(int));

size = sizel + size2; /* [1] */ What happens When
if(size = Len)d e size1 = OX7fffffff
: size2 = OxT7fffffff

return size;




What's wrong? Integer Overflow

int get two vars(int sock, char *out, int len){
char bufl[512], buf2[512];

g:iigggg;int sizel, size2; Say Ien — 16

if(recv(sock, bufl, sizeof(bufl), 0) < 0){
return -1;

}

if(recv(sock, buf2, sizeof(buf2), 0) < 0){
return -1;

}

/* packet begins with length information */
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size = sizel + size2; /* [1] */ What happens When
if(size » ten) e size1 = OX7ffffff
: size2 = OxT7fffffff

size = (OXTFFf + OX7HHF =
y RS Oxfffffffe (-2)) and (-2 < 16)
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}
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memcpy (out, bufl, sizel); We are copying 2*Ox7fffffff bytes into out
memcpy (out + sizel, buf2, size2); whose size is just 16.

return size;




Integer Overflow

int get two vars(int sock, char *out, int len){
char bufl[512], buf2[512];
unsigned int sizel, size2;
int size;
| | Say len = 16
if(recv(sock, bufl, sizeof(bufl), 0) < 0){
return -1;

}
if(recv(sock, buf2, sizeof(buf2), 0) < 0){

,  retum el Overflowing the buffer pointed

/* packet begins with length information */ by Out
memcpy (&sizel, bufl, sizeof(int));
memcpy (&size2, buf2, sizeof(int));

size = sizel + size2; /* [1] */ What |f OUt |S On StaCk') StaCk
if(size > len){ /e 121 %/ based buffer-overflow!!
} ;

. * .
memcpy (out, bufl, sizel); We are copying 2*Ox7fffffff bytes into out
memcpy (out + sizel, buf2, size2); whose size is just 16.

return size;




Temporal Vulnerabilities

(use-after-free, double free)



Race Condition to Memory
Corruption
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