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Memory Safety is a Problem (Still!!?)

2

Vulnerabilities in Embedded Systems (RTOSes) - 68% are spatial 
violations.



OpenSSL: CVE-2022-3602 and CVE-2022-3786
(Heap buffer overwrites)
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Heap buffer overread in UEFI driver

4

Spatial Bugs can be hard to spot.



Existing Solutions v/s Checked C
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● Checked C
○ Safe-dialect of C.
○ Very Low memory and 

performance overhead.
○ Fast and backward compatible.

Impractical for Legacy code



Checked C Pointer Types

● _Ptr<T>
○ Pointer to a singleton object of type T

● _Array_ptr<T>
○ Pointer to an array of type T

● _Nt_array_ptr<T>
○ Pointer to a null-terminated (ends with ʻ\0ʼ) array of type T

6

Safety Guarantees:
Pointers will be checked for safe usage (mostly) at compile time.
May insert run-time bounds checks (but no extra metadata)



_Ptr<T>
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struct Data {
  int val;
  long lval;
  ...
};

_Ptr<struct Data> p = malloc(sizeof(struct Data));
...
printf("val = %d\n", p->val);
...
p++;

Points to a single memory object of type T - no pointer arithmetic or 
subscript operator (e.g., x[0]) allowed.



_Ptr<T>

8

struct Data {
  int val;
  long lval;
  ...
};

_Ptr<struct Data> p = malloc(sizeof(struct Data));
...
printf("val = %d\n", p->val);
...
p++;

Points to a single memory object of type T - no pointer arithmetic or 
subscript operator (e.g., x[0]) allowed.

Compiler ensures through runtime checks 
that p is not NULL



_Ptr<T>
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struct Data {
  int val;
  long lval;
  ...
};

_Ptr<struct Data> p = malloc(sizeof(struct Data));
...
printf("val = %d\n", p->val);
...
p++;

Points to a single memory object of type T - no pointer arithmetic or 
subscript operator (e.g., x[0]) allowed.

Compiler ensures through runtime checks 
that p is not NULL

error: arithmetic on _Ptr type.



_Array_ptr<T>

10

Points to an array of elements of type T — permits pointer arithmetic 
and subscripting.
◎ Bounds declared by programmers are checked at runtime when 

not provable at compile time.



_Array_ptr<T>
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Points to an array of elements of type T — permits pointer arithmetic 
and subscripting.
◎ Bounds declared by programmers are checked at runtime when 

not provable at compile time.

_Array_ptr<int> p = malloc(sizeof(int) * BUF_LEN);

int i = p[5];



_Array_ptr<T>

12

Points to an array of elements of type T — permits pointer arithmetic 
and subscripting.
◎ Bounds declared by programmers are checked at runtime when 

not provable at compile time.

_Array_ptr<int> p = malloc(sizeof(int) * BUF_LEN);

int i = p[5]; error: expression has unknown bounds.

= p[5];
^~~~



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5];



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5]; No dynamic checks inserted as BUF_LEN > 5



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5];

int j = p[30];

No dynamic checks inserted as BUF_LEN > 5

error: out-of-bounds access.
= p[30];

^~~~



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5];

int j = p[30];

int k = p[var];

No dynamic checks inserted as BUF_LEN > 5

error: out-of-bounds access.
= p[30];

^~~~ NULL ptr and bounds check inserted if var < BUF_LEN is not provable. 



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5];

int j = p[30];

int k = p[var];

_Array_ptr<int> p : count(BUF_LEN / 2) = malloc(sizeof(int) * BUF_LEN);

int l = p[15];

No dynamic checks inserted as BUF_LEN > 5

error: out-of-bounds access.
= p[30];

^~~~ NULL ptr and bounds check inserted if var < BUF_LEN is not provable. 



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5];

int j = p[30];

int k = p[var];

_Array_ptr<int> p : count(BUF_LEN / 2) = malloc(sizeof(int) * BUF_LEN);

int l = p[15];

No dynamic checks inserted as BUF_LEN > 5

error: out-of-bounds access.
= p[30];

^~~~ NULL ptr and bounds check inserted if var < BUF_LEN is not provable. 

error: out-of-bounds access.
= p[15];

^~~~
Because p’s bound are [p, p+15)



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5];

int j = p[30];

int k = p[var];

_Array_ptr<int> p : count(BUF_LEN / 2) = malloc(sizeof(int) * BUF_LEN);

int l = p[15];

_Array_ptr<int> p : count(BUF_LEN + 1) = malloc(sizeof(int) * BUF_LEN);

No dynamic checks inserted as BUF_LEN > 5

error: out-of-bounds access.
= p[30];

^~~~ NULL ptr and bounds check inserted if var < BUF_LEN is not provable. 

error: out-of-bounds access.
= p[15];

^~~~
Because p’s bound are [p, p+15)



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : count(bounds_expr) = ...;

const unsigned int BUF_LEN=30;
_Array_ptr<int> p : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

int i = p[5];

int j = p[30];

int k = p[var];

_Array_ptr<int> p : count(BUF_LEN / 2) = malloc(sizeof(int) * BUF_LEN);

int l = p[15];

_Array_ptr<int> p : count(BUF_LEN + 1) = malloc(sizeof(int) * BUF_LEN);

No dynamic checks inserted as BUF_LEN > 5

error: out-of-bounds access.
= p[30];

^~~~ NULL ptr and bounds check inserted if var < BUF_LEN is not provable. 

error: out-of-bounds access.
= p[15];

^~~~
Because p’s bound are [p, p+15)

error: declared bounds for 'p' are invalid after initialization.



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : bounds(l_bound, u_bound) = ...;

#define BUF_LEN=30;
_Array_ptr<int> p0 : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

_Array_ptr<int> p1 : bounds(p0, p0 + BUF_LEN/2) = p0;



Bounds declaration for _Array_ptr<T>
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_Array_ptr<int> p : bounds(l_bound, u_bound) = ...;

#define BUF_LEN=30;
_Array_ptr<int> p0 : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

_Array_ptr<int> p1 : bounds(p0, p0 + BUF_LEN/2) = p0;

int i = p1[15];



Bounds declaration for _Array_ptr<T>

23

_Array_ptr<int> p : bounds(l_bound, u_bound) = ...;

#define BUF_LEN=30;
_Array_ptr<int> p0 : count(BUF_LEN) = malloc(sizeof(int) * BUF_LEN);

_Array_ptr<int> p1 : bounds(p0, p0 + BUF_LEN/2) = p0;

int i = p1[15]; error: out-of-bounds access.
= p1[15];

^~~~



_Nt_array_ptr<T>

24

Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";



_Nt_array_ptr<T>

25

Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";

_Nt_array_ptr<char> p = "12345";

char c = p[0];
char c = p[1];

if (*p == 'a') {
 if (*(p + 1) == 'b') {
  if (*(p + 3) == ‘d') {

OK. p0 is pointing to array of 6 chars (including NULL).

Equivalent to declaring Bounds of p as “p: bounds(p, p+1)”

OK. 
error: out-of-bounds access.
= p[1];

^~~~



_Nt_array_ptr<T>
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Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";

_Nt_array_ptr<char> p = "12345";

char c = p[0];
char c = p[1];

if (*p == 'a') {
 if (*(p + 1) == 'b') {
  if (*(p + 3) == ‘d') {

OK. p0 is pointing to array of 6 chars (including NULL).

Equivalent to declaring Bounds of p as “p: bounds(p, p+1)”

OK. 
error: out-of-bounds access.
= p[1];

^~~~

OK.  P’s bound has been widened to [p, p+2).



_Nt_array_ptr<T>
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Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";

_Nt_array_ptr<char> p = "12345";

char c = p[0];
char c = p[1];

if (*p == 'a') {
 if (*(p + 1) == 'b') {
  if (*(p + 3) == ‘d') {

OK. p0 is pointing to array of 6 chars (including NULL).

Equivalent to declaring Bounds of p as “p: bounds(p, p+1)”

OK. 
error: out-of-bounds access.
= p[1];

^~~~

OK.  P’s bound has been widened to [p, p+2).

OK.  P’s bound has been widened to [p, p+3).



_Nt_array_ptr<T>
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Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";

_Nt_array_ptr<char> p = "12345";

char c = p[0];
char c = p[1];

if (*p == 'a') {
 if (*(p + 1) == 'b') {
  if (*(p + 3) == ‘d') {

OK. p0 is pointing to array of 6 chars (including NULL).

Equivalent to declaring Bounds of p as “p: bounds(p, p+1)”

OK. 
error: out-of-bounds access.
= p[1];

^~~~

OK.  P’s bound has been widened to [p, p+2).

OK.  P’s bound has been widened to [p, p+3).
error: out-of-bounds access.

Because, P’s bound is [p, p+3).



Other Checked C Features

● itype:
○ Interface types enabling passing checked or unchecked 

types.
● checked / unchecked scopes:

○ Enable disabling strict checks across code regions.
● dynamic_bounds_cast:

○ Force dynamic checks.
● assume_bounds_cast:

○ Force conversion from unchecked pointers to checked 
pointers.

29



Converting C to Checked C



Converting C to Checked C



The Problem

● Conversion of C to Checked C requires quite a bit of effort.
○ 14% lines modified.

● Can we automate the conversion?
○ Rewrite code with Checked types.

32



Not all Pointers can be converted to Checked Types
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m = (int *)Ox7869000;

x = (char *)get_data(..);

Incompatible Casts:

These pointers cannot be converted and should remain as regular 
pointers (WILD).



Infeasibility of Automated Conversion



Our Approach: 3c



Infer Checked Types for Pointers

● typ3c: Infer Checked base types.
○ Ptr, Array_ptr (arr), Nt_array_ptr (ntarr)

● boun3c: Infer bounds association for arr and ntarr types.
○ count(..), byte_count(..), bounds(...)

36



typ3c: Infer Checked Base Types for Pointers

● Basic Idea: Type qualifier inference.
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}



Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

Step 1: Create qualifier variables for each pointer



39

int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 1: Create qualifier variables for each pointer

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 2: Create constraints based on pointer usage.

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 2: Create constraints based on pointer usage.

r⊆
m

The type of r should be subtype of m.

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 2: Create constraints based on pointer usage.

ARR

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 3: Solve based on typing rules.

ARR

NTARR ⊆ ARR ⊆ PTR
Most General TypeMost Specific Type

ARR

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 3: Solve based on typing rules.

ARR

NTARR ⊆ ARR ⊆ PTR
Most General TypeMost Specific Type

ARR

We want the greatest solution -- most general type.

i.e.,  i ⊆ j will result in Type(i) = Type(j)

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 3: Solve based on typing rules.

ARR

NTARR ⊆ ARR ⊆ PTR
Most General TypeMost Specific Type

ARR

Greatest Solution:
ret_f, x, r, p_1, y_1 => ARR
m, y_2, p_2 => PTR

Type qualifier inference



The Problem of Wildfire.
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int deref(int *y) { return *y; }

int bar(void) { 

  int *p = (int *)5; 

  deref(p); 

}

Regular Qualifier Inference will propagate WILDness unnecessarily 
across function boundaries.

y will be unnecessary made WILD although it is used safely in deref



Handling unchecked (WILD) Pointers in typ3c
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Localizing Wildness:
◎ A pointer is wild if its used unsafely within the corresponding 

function.
○ E.g., 

◉ Parameter is WILD if used unsafely with in the 
function.

◉ Return type is WILD if the function returns an unsafe 
type.



Isolation Across Function Boundaries Does Not Work!
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

ARRARR



Isolation Across Function Boundaries Does Not Work!
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

ARRARR



Isolation Across Function Boundaries Does Not Work!
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m ret_f p_1r p_2

m

x y_1 y_2

ARRARR

Expected:
ret_f, x, r, p_1, y_1 => ARR
m, y_2, p_2 => PTR

Actual:
x, p_1 => ARR
ret_f, r, m, y_1, y_2, p_2 => PTR



Conflicting Requirements!
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● Need to isolate function boundaries to localize WILDness.

● Should not isolate to infer correct Checked types.



Our solution: Create two graphs (kind and ptype graph)

52

● kind graph: Isolate function boundaries.
○ Whether a pointer is checked or wild.

■ chk ⊆ WILD

● ptype graph: Regular qualifier inference.
○ ptr, arr, ntarr: NTARR ⊆ ARR ⊆ PTR

● Two nodes for pointer parameters and returns.
○ Internal (Inside the function).
○ External (For the callers).



kind graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

Kind graph External Internal



kind graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9

3

Kind graph WILD

Prevent Wildness propagation across 
function boundaries

● Flow sensitive only across function 
boundaries to avoid propagating wildness.

● Flow insensitive within the function.



kind graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9

3

Kind graph WILD chk ⊆ WILD



ptype graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9
3

ARR

Ptype graph



ptype graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9
3

ARR

Ptype graph NTARR ⊆ ARR ⊆ PTR



Merging Kind and Ptype solutions
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● if kind(p) = chk then checked type is ptype(p).

● if kind(p) = WILD then regular pointer.



Merging Kind and Ptype solutions
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ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9

3

Kind graph WILD

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9
3

ARR

Ptype graph

ret_O

i x_O x_I

ret_I

k

j

bar foo

Final Solution



Infer Checked Types for Pointers

● typ3c: Infer Checked base types.
○ Ptr, Array_ptr (arr), Nt_array_ptr (ntarr)

● boun3c: Infer bounds association for arr and ntarr types.
○ count(..), byte_count(..), bounds(...)

60



Inferring Bounds for arr and ntarr pointers

61

● A variant of correlation analysis 1. 

● Associate each pointer (arr and ntarr) with a possible 
bound, and then propagate that association consistently.

[1] Polyvios Pratikakis, Jeffrey S. Foster, and Michael Hicks. 2006. Existential Label Flow Inference via CFL Reachability.



Boun3c: Bounds Inference

62

● Keep track of pointer flows and variable flows:
○ pointer-flow-graph (pfg) => A version of ptype graph.
○ scalar-flow-graph (sfg) => Flow of scalar variables.

● Step 1: Figure out seed bounds:
○ Constant array. e.g., int arr[10]

■ Bounds => count (10)
○ Allocation using malloc. e.g., p = (struct foo*) malloc(n*sizeof(struct foo));

■ Bounds => count(n)
○  others.



Boun3c: Example
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struct foo {
 int *y;
 int l;
};

void bar(int *x, int c) {
 struct foo f = { x, c };
 memset(x, 1, c);
 x[0] = 0;
}

ARR

ARR

f->y f->l

x c

mem_d size

ba
r p

ar
am

et
er

 sc
op

e

Pointer

Scalar

m
em

set param
eter scope

foo struct scope



Boun3c: Example
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struct foo {
 int *y;
 int l;
};

void bar(int *x, int c) {
 struct foo f = { x, c };
 memset(x, 1, c);
 x[0] = 0;
}

ARR

ARR

f->y f->l

x c

mem_d size

ba
r p

ar
am

et
er

 sc
op

e

Pointer

Scalar

m
em

set param
eter scope

foo struct scope
pfg sfg



Boun3c: Adding Seed Bounds
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struct foo {
 int *y;
 int l;
};

void bar(int *x, int c) {
 struct foo f = { x, c };
 memset(x, 1, c);
 x[0] = 0;
}

ARR

ARR

f->y f->l

x c

mem_d size

ba
r p

ar
am

et
er

 sc
op

e

Pointer

Scalar

m
em

set param
eter scope

foo struct scope
pfg sfg

byte_count
string.h



Boun3c: Bounds Inference
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● Step 2: Propagate seed bounds context-sensitively to other 
pointers via pfg and sfg.

● Identify a common variable to which all incoming pointersʼ 
bounds propagate to and pick that variable as the bounds. 
○ The variable should be in the same program scope as 

the pointer.



Boun3c: Propagate Bounds
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struct foo {
 int *y;
 int l;
};

void bar(int *x, int c) {
 struct foo f = { x, c };
 memset(x, 1, c);
 x[0] = 0;
}

ARR

ARR

f->y f->l

x c

mem_d size

ba
r p

ar
am

et
er

 sc
op

e

Pointer

Scalar

m
em

set param
eter scope

foo struct scope
pfg sfg

byte_count

string.h



Boun3c: Find Common Bounds
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struct foo {
 int *y;
 int l;
};

void bar(int *x, int c) {
 struct foo f = { x, c };
 memset(x, 1, c);
 x[0] = 0;
}

ARR

ARR

f->y f->l

x c

mem_d size

ba
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byte_count



Boun3c: Rewrite and Add Bounds
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struct foo {
 array_ptr<int> y : byte_count(l);
 int l;
};

void bar(array_ptr<int> x : byte_count(c), 
         int c) {
 struct foo f = { x, c };
 memset(x, 1, c);
 x[0] = 0;
}

f->y f->l

x c

mem_d size

ba
r p

ar
am

et
er
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e

Pointer

Scalar

m
em

set param
eter scope

foo struct scope
pfg sfg

byte_count

string.h

byte_count

byte_count



Boun3c: Need for Context-Sensitivity
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struct obj {
  int *buf;
  unsigned idx;
  unsigned n;
}

func (..) {
 struct obj o1, o2;
 ...
 int *b = malloc(s*sizeof(int));
 o1.buf = b;
 o2.idx = s;
 o1.n = s;
}

struct obj {
  _Array_ptr<int> buf : count(idx);
  unsigned idx;
  unsigned n;
}

Confusion among structure fields.



Boun3c: Context Sensitive Bounds Propagation
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struct obj {
  int *buf;
  unsigned idx;
  unsigned n;
}

func (..) {
 struct obj o1, o2;
 ...
 int *b = malloc(s*sizeof(int));
 o1.buf = b;
 o2.idx = s;
 o1.n = s;
}

struct obj {
  _Array_ptr<int> buf : count(idx);
  unsigned idx;
  unsigned n;
}

struct obj {
  _Array_ptr<int> buf : count(n);
  unsigned idx;
  unsigned n;
}

Context-Insensitive

Context-Sensitive



Boun3c: Heuristics
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● Consistent Upper Bound (CUB):
 if (i<n)
  p[i] = ..

if (j>=k)
  return -1;
p[j] = ..

for (i=0; i< n; i++)
  ...
  arr[i] = ..;

count(n) count(k) count(n)



Boun3c: Heuristics
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● Consistent Upper Bound (CUB):
 

● Name Prefix (NPr):

if (i<n)
  p[i] = ..

if (j>=k)
  return -1;
p[j] = ..

for (i=0; i< n; i++)
  ...
  arr[i] = ..;

count(n) count(k) count(n)

struct foo {
 int *p;
 unsigned p_len;
}

count(p_len)



Boun3c: Heuristics
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● Consistent Upper Bound (CUB):
 

● Name Prefix (NPr):

● Next Parameter (NePa):

if (i<n)
  p[i] = ..

if (j>=k)
  return -1;
p[j] = ..

for (i=0; i< n; i++)
  ...
  arr[i] = ..;

count(n) count(k) count(n)

struct foo {
 int *p;
 unsigned p_len;
}

count(p_len)

foo(int *arr, int n) count(n)



Consistent Upper Bound (CUB): vsftpd Example
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Interactivity
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● For pointers which we are unable to convert:
○ Find the root cause and ask developer.

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9

3

WILD

Target pointer Root cause



Interactivity
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Interactivity
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Evaluation: Dataset
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Programs suggested by Checked C team.



Evaluation: Runtime
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Time taken by automated conversion.
< 1 min

Most time spent in compiler frontend



Evaluation: Typ3c
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Without 
isolating 
function 

boundaries

Without 
separating 

external and 
internal 



Evaluation: Conversion Failures
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Evaluation: Boun3c

83

char* usually do not 
have explicit bounds 

association



Evaluation: Effectiveness of Interactive Conversion
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Mostly Annotations



Conclusion Actively Maintained: https://3clsp.github.io/ 

Contact:
Aravind Machiry (amachiry@purdue.edu)
Michael Hicks (mwh@cs.umd.edu)

https://3clsp.github.io/
mailto:amachiry@purdue.edu
mailto:mwh@cs.umd.edu


Memory Safety is a Problem (Still!!?)
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kind graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9

3

Kind graph WILD



ptype graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9
3

ARR

Ptype graph

Information Propagates across function 
boundaries



kind and ptype graph
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1: int *foo(int *x) {
2:  ...
3:  return x;
4: }

5: bar () {
6: int *i, *j, *k;
7: i = (int *)0xff86763;
8: j = foo(i);
9: k = i;
10: j[0] = ...
}

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9

3

Kind graph WILD chk ⊆ WILD

ret_O

i x_O x_I

ret_I

k

j

bar foo

8

8

9
3

ARR

Ptype graph NTARR ⊆ ARR ⊆ PTR



Rewrite Based on the Final Solution
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ret_O

i x_O x_I

ret_I

k

j

bar foo

Final Solution

array_ptr<int> *foo(array_ptr<int> x) {
  ...
  return x;
}

bar () {
 int *i, *k;
 array_ptr<int> j = NULL;
 i = (int *)0xff86763;
 j = foo(i);
 k = i;
 j[0] = ...
}



Our Approach

● Automated Conversion of C to Checked C.

○ Infer Checked types for Pointers.

○ Rewrite corresponding pointers with Checked types.

91
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 2: Create constraints based on pointer usage.

ARR

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 2: Create constraints based on pointer usage.

ARR

Type qualifier inference
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int *foo(int **p) {

  int *r;

  int *m;

  ...

  m = r;

  ...

  if (p[i])

   ...

  return r;
}

bar() {

  int *x;

  int **y;

  ...

  x = foo(y);

  ...

  x[i] = 0;
}

ret_f p_1

r

p_2

y_2y_1
x

m

ret_f p_1r p_2

m

x y_1 y_2

Step 2: Create constraints based on pointer usage.

ARR

Type qualifier inference



Rewrite Based on the Final Solution
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ret_O

i x_O x_I

ret_I

k

j

bar foo

Final Solution

int *foo(int *x) {
  ...
  return x;
}

bar () {
 int *i, *j, *k;
 i = (int *)0xff86763;
 j = foo(i);
 k = i;
 j[0] = ...
}



Rewrite Based on the Final Solution
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array_ptr<int> *foo(array_ptr<int> 
x) {
  ...
  return x;
}

bar () {
 int *i, *k;
 array_ptr<int> j = NULL;
 i = (int *)0xff86763;
 j = foo(i);
 k = i;
 j[0] = ...
}

int *foo(int *x) {
  ...
  return x;
}

bar () {
 int *i, *j, *k;
 i = (int *)0xff86763;
 j = foo(i);
 k = i;
 j[0] = ...
}



Rewrite Based on the Final Solution
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array_ptr<int> *foo(array_ptr<int> x) {
  ...
  return x;
}

bar () {
 int *i, *k;
 array_ptr<int> j = NULL;
 i = (int *)0xff86763;
 j = foo(assume_bounds_cast<array_ptr>(i, unknown));
 k = i;
 j[0] = ...
}

● Passing WILD arguments to checked parameters: 
○ use assume_bounds_cast.

● If passing checked arguments to WILD parameters:
○ Use itype.



Bounds-safe Interface for backward compatibility
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char *strncpy(char *dst, const char *src, size_t len);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

error: Passing _Array_ptr<char> to parameter of incompatible type char*.



Bounds-safe Interface for backward compatibility
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char *strncpy(_Array_ptr<char> dst : count(n),
              _Array_ptr<const char> src : count(n), size_t n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

This is Okay. 



Bounds-safe Interface for backward compatibility
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char *strncpy(_Array_ptr<char> dst : count(n),
              _Array_ptr<const char> src : count(n), size_t n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

This is Okay. 

void bar() {
 char *s1 = malloc(10);
 char *s2 = malloc(5);
 ...
 strncpy(s1, s2, 5);
 ...
}

What about calling from unchecked code?



Bounds-safe Interface for backward compatibility
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char *strncpy(_Array_ptr<char> dst : count(n),
              _Array_ptr<const char> src : count(n), size_t n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

This is Okay. 

void bar() {
 char *s1 = malloc(10);
 char *s2 = malloc(5);
 ...
 strncpy(s1, s2, 5);
 ...
}

What about calling from unchecked code?

error: argument has unknown bounds, bounds expected because the 1st 
parameter has bounds.



Bounds-safe Interface for backward compatibility
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char *strncpy(_Array_ptr<char> dst : count(n),
              _Array_ptr<const char> src : count(n), size_t n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

This is Okay. 

void bar() {
 char *s1 = malloc(10);
 char *s2 = malloc(5);
 ...
 strncpy(s1, s2, 5);
 ...
}

What about calling from unchecked code?

error: argument has unknown bounds, bounds expected because the 1st 
parameter has bounds.

Can we have a mechanism working for both 
checked and unchecked code? 

Yes, by bounds-safe interface.



Bounds-safe Interface for strncpy()
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char *strncpy(char *dst : itype(_Array_ptr<char>) byte_count(n),

        const char *src : itype(_Array_ptr<const char>) byte_count(n),

              size_t n) : itype(_Array_ptr<T>) byte_count(n);

itype (interoperation type): a special type that can be either checked or unchecked type, depending on 
the context.

◎ dst is set to an itype with bounds of n bytes
◎ src is set to an itype with bounds of n bytes
◎ return value is set to an itype with bounds of n bytes



Bounds-safe Interface for strncpy()
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char *strncpy(char *dst : itype(_Array_ptr<char>) byte_count(n),

        const char *src : itype(_Array_ptr<const char>) byte_count(n),

              size_t n) : itype(_Array_ptr<T>) byte_count(n);

itype (interoperation type): a special type that can be either checked or unchecked type, depending on 
the context.

◎ dst is set to an itype with bounds of n bytes
◎ src is set to an itype with bounds of n bytes
◎ return value is set to an itype with bounds of n bytes

void bar() {
 char *s1 = malloc(10);
 char *s2 = malloc(5);
 ...
 strncpy(s1, s2, 5);
 ...
}

Can compile and run without any bounds check.



Bounds-safe Interface for strncpy()
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char *strncpy(char *dst : itype(_Array_ptr<char>) byte_count(n),

        const char *src : itype(_Array_ptr<const char>) byte_count(n),

              size_t n) : itype(_Array_ptr<T>) byte_count(n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}



Bounds-safe Interface for strncpy()
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char *strncpy(char *dst : itype(_Array_ptr<char>) byte_count(n),

        const char *src : itype(_Array_ptr<const char>) byte_count(n),

              size_t n) : itype(_Array_ptr<T>) byte_count(n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

S1 and S2 are bounds checked at the call-site.



Bounds-safe Interface for strncpy()
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char *strncpy(char *dst : itype(_Array_ptr<char>) byte_count(n),

        const char *src : itype(_Array_ptr<const char>) byte_count(n),

              size_t n) : itype(_Array_ptr<T>) byte_count(n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

S1 and S2 are bounds checked at the call-site.

strncpy(s1, s2, 6);



Bounds-safe Interface for strncpy()

108

char *strncpy(char *dst : itype(_Array_ptr<char>) byte_count(n),

        const char *src : itype(_Array_ptr<const char>) byte_count(n),

              size_t n) : itype(_Array_ptr<T>) byte_count(n);

void foo() {
 _Array_ptr<char> s1 : count(10) = malloc<char>(10);
 _Array_ptr<char> s2 : count(5) = malloc<char>(5);
 ...
 dst = strncpy(s1, s2, 5);
 ...
}

S1 and S2 are bounds checked at the call-site.

strncpy(s1, s2, 6); error: argument does not meet declared bounds for the 2nd parameter.



_Nt_array_ptr<T>
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Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345"; OK. p0 is pointing to array of 6 chars (including NULL).



_Nt_array_ptr<T>

110

Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";

_Nt_array_ptr<char> p = "12345";

OK. p0 is pointing to array of 6 chars (including NULL).

Equivalent to declaring Bounds of p as “p: bounds(p, p+1)”



_Nt_array_ptr<T>
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Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";

_Nt_array_ptr<char> p = "12345";

char c = p[0];

OK. p0 is pointing to array of 6 chars (including NULL).

Equivalent to declaring Bounds of p as “p: bounds(p, p+1)”

OK. 



_Nt_array_ptr<T>
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Points to a null-terminated array of type T (integral and pointer type) 
— permits pointer arithmetic

_Nt_array_ptr<char> p0 : count(5) = “12345";

_Nt_array_ptr<char> p = "12345";

char c = p[0];
char c = p[1];

OK. p0 is pointing to array of 6 chars (including NULL).

Equivalent to declaring Bounds of p as “p: bounds(p, p+1)”

OK. 
error: out-of-bounds access.
= p[1];

^~~~


