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Why security is important for OS?

● Runs in God Mode.

● Control of OS implies: 
○ Control of the entire system. 
○ Control of all processes.
○ Control of all hardware:

■ This is changing now!!
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What can go wrong?

● Improper checking/mis-configurations.
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Improper checking/mis-configurations

● E.g., Kernel pages having PTE_U bit set.

● Allowing anyone to add themselves as a sudo user.

● Using default passwords!
○ Have you changed your router password?
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Improper checking/mis-configurations
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What can go wrong?

● Improper checking/mis-configurations.

● Bad Design Decisions.
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Bad Design Decisions

● E.g., Using kernel address as an ID.
○ Can leak memory layout of kernel.

● CVE-2021-27363. Kernel address leak due to pointer used 
as unique ID.
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What can go wrong?

● Improper checking/mis-configurations.

● Bad Design Decisions.

● Bugs in Hardware.
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Bugs in Hardware
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What can go wrong?

● Improper checking/mis-configurations.

● Bad Design Decisions.

● Bugs in Hardware.

● Bugs in the source code - software security.
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Can a software bug used to get complete control of the OS?

 
    
     

Stack 
Primer

Local variables

Return Address

Previous Base Pointer
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Stack Buffer Overflow
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Stack Buffer Overflow
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Stack Buffer Overflow
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Stack Buffer Overflow
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Stack Buffer Overflow
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Stack Buffer Overflow

We can control where function 
returns, i.e., control the 
execution of the program.
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Stack Buffer Overflow

We can make return address 
point to the data we just 
provided (SSSS..), i.e., make 
the program execute our 
code.
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Integer Overflow
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Integer Overflow

Read 2 pieces of data from 
socket.
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Integer Overflow

Convert first 4 bytes into 
integers.
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Integer Overflow

Add both the numbers and 
check that sum is less than len.
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Integer Overflow

Copy the data into out buffer.
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What's wrong?

What happens when: 
size1 = 0x7fffffff 
size2 = 0x7fffffff

Say len = 16
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What's wrong? Integer Overflow

What happens when: 
size1 = 0x7fffffff 
size2 = 0x7fffffff
size = (0x7fffffff + 0x7fffffff = 
0xfffffffe (-2)) and (-2 < 16)

Say len = 16
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Integer Overflow

We are copying 2*0x7fffffff bytes into out 
whose size is just 16.

Say len = 16

Overflowing the buffer pointed 
by out
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Integer Overflow

We are copying 2*0x7fffffff bytes into out 
whose size is just 16.

Say len = 16

Overflowing the buffer pointed 
by out

What if out is on stack? Stack 
based buffer-overflow!!
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Importance of Software Security

● Most often even small software bugs can lead to severe 
security vulnerabilities (i.e., complete program control or 
arbitrary code execution).
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What type of software security issues can occur in OSes?

● Memory corruption => Control of Execution.
○ Spatial:

■ Buffer overruns and underruns.
○ Temporal:

■ Use-after-free, Double free, etc.

● Race Conditions => Memory corruption.
● Denial of Service (DoS).
● Many others.
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Security Issues Specific to Kernel

● Double fetch bugs (CVE-2016-6130)
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Security Issues Specific to Kernel

● Double fetch bugs
First copy: we check the 
user provided length.
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Security Issues Specific to Kernel

● Double fetch bugs Second copy: we are overriding 
the checked length.
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Security Issues Specific to Kernel

● Double fetch bugs We are using the new length 
without checking.
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Security Issues Specific to Kernel

● Reference Counting Bugs:
Reference counting (refcount) has become a default mechanism 
that manages resource objects. 
A refcount of a tracked object is incremented when a new 
reference is assigned and decremented when a reference 
becomes invalid. 
Due to the inherent complexity of the kernel and resource 
sharing, developers often fail to properly update refcounts, 
leading to refcount bugs. 
Researchers have shown that refcount bugs can cause critical 
security impacts like privilege escalation
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Security Issues Specific to Kernel

● Reference Counting Bugs:
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Distribution
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● Use memory safe languages: Java, Rust, Go, etc
○ Legacy code!?

● Find and Fix bugs.

How can we fix this?
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● Use memory safe languages: Java, Rust, Go, etc
○ Legacy code!?

● Find and Fix bugs.

How can we fix this?
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● Static Analysis

● Dynamic Analysis

Finding Bugs
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Static Analysis

● Analyze the code
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struct kernel_obj ko;

void update_value(int *ptr) {
     *ptr +=1;
}

void entry_point(void *uptr, int len){
     curr_date->item = &ko;

     copy_from_user(&ko, uptr, len);
    
     for (int i=0; i < ko.count; i++) {
         update_value(&(ko.data[i]));  
     }
     strcpy(gbuff, curr_data->buf);
     strcat(gbuff, curr_data->item);
     kobject_put(curr_data->item);
}

Calls to dangerous function

Use grep!
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Lot of false positives!

CppChec
k

flawfinde
r

RATS Sparse

Qualcomm 18 4,365 693 5,202

Samsung 22 8,173 2,244 1,726

Huawei 34 18,132 2,301 11,230

MediaTek 168 14,230 3,730 13,771

Total 242 44,990 8,968 31,929
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Static Analysis

● We can use sophisticated analysis: 
○ Dataflow analysis, Taint tracking, etc.
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Kernel code is large and complex
25,359,556

Hard to Scale
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Static Analysis: Best effort techniques

● Heuristics and light weight techniques:
○ Coverity: https://scan.coverity.com/ 
○ lgtm: https://lgtm.com/ 

● Machine Learning:
○ BRAN (Research paper)

https://scan.coverity.com/
https://lgtm.com/
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Static Analysis Drawbacks

● False positives:
○ The warnings do not always mean real security 

bugs.
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Dynamic Analysis/Testing

● Automated Testing:
○ Automatically generate test cases and run 

program with these test cases.

○ Fuzzing: provide random data to OS and see if 
OS crashes.
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Fuzzing OS

● How to provide input to OS?
○ How to interact with OS?

■ From user space: System calls
■ From hardware: 

MIMO/Interrupts

Applications

Operating System

Hardware

syscalls

MIMO/Interrupts/GPIO/ 
etc
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Syzkaller: Fuzzer for System calls
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Syzkaller

● Continuous automated testing of Linux kernel:
○ https://syzkaller.appspot.com/upstream

● Many improvements are on-going!

https://syzkaller.appspot.com/upstream
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Current State of OSes
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Current State of OSes
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Current State of OSes
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Current State of Linux Kernel
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Protecting your OS

● Follow good software engineering practices:
○ Design Reviews
○ Code Reviews
○ Dedicated Test Team/Red Team
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Protecting your OS

● Follow good software engineering practices.

● Use automated static analysis tools:
○ lgtm: https://lgtm.com/ 
○ Coverity: https://scan.coverity.com/ 

https://lgtm.com/
https://scan.coverity.com/
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Protecting your OS

● Follow good software engineering practices.

● Use automated static analysis tools.

● Try using automated fuzzing tools:
○ Syzkaller
○ Peach fuzzer
○ etc.



● ~100 different versions of 
Linux kernels used in 
different commercial 
devices.

● Fuzzing require access to 
devices. Can we fuzz 
without real devices?
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Fuzzing Challenge: Device Independent Fuzzing



Applications

Operating System
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Can we fuzz from Hardware?

Hardware

syscalls

MIMO/Interrupts/GPIO/ 
etc

DR.CHECKE
R

DIFUZE

????



PurS3 Lab

Boomerang [NDSS 17]   

BootStomp [SEC 17]

Difuze [CCS 17]
DR.Checker [SEC 17]

Spider [SP 20]

CLAPP [FSE 15]
SLAP [ACSAC 18]

Dynodroid [FSE 13]
Ramblr [NDSS 17]

Fingerprint [NDSS 18]
Karonte [SP 20]

BinTrimmer [DIMVA 19]

Pretender [RAID 19] 

ARM 
TrustZone

Bootloader

Operating 
System

Applications

Idea / first author
New Capabilities
Vulnerability Detection
New attacks and 
defenses

Top tier:
● SP (IEEE, Oakland)
● SEC (USENIX)
● NDSS (ISOC)
● CCS (ACM)

Awards and 
Recognitions
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● Actively looking for Undergrads/M.S/PhD students.

● http://purs3lab.github.io/ 

● amachiry@purdue.edu

Want to Secure OSes?
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http://purs3lab.github.io/
mailto:amachiry@purdue.edu
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